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Synopsis

Specifically oriented to the needs of information systems students, PRINCIPLES OF
INFORMATION SECURITY, 5e delivers the latest technology and developments from the field.
Taking a managerial approach, this bestseller teaches all the aspects of information security-not just
the technical control perspective. It provides a broad review of the entire field of information security,
background on many related elements, and enough detail to facilitate understanding of the topic. It
covers the terminology of the field, the history of the discipline, and an overview of how to manage
an information security program. Current and relevant, the fifth edition includes the latest practices,
fresh examples, updated material on technical security controls, emerging legislative issues, new
coverage of digital forensics, and hands-on application of ethical issues in IS security. It is the

ultimate resource for future business decision-makers.
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Customer Reviews

#BeUnstoppable with Whitman/MattordA¢A A™s Principles of Information Security View
larger View larger View larger View larger Information security:
letA¢A A™s be real. The text illustrates that information security in the modern organization is a
problem for management to solve and not a problem that technology alone can answer-a problem
that has important economic consequences, for which management is held accountable. Get
what you need. Up-to-date managerial content equips you with general but valuable information

without bogging you down with extraneous, highly specific details. Real world practice. Each



chapter opens with a short story that follows the same fictional company as it encounters the
real-world issues of information security. At the end of the chapter, discussion questions complete
the case study scenario so you can explore the underlying issues. Gauge your comprehension.
Chapters end with a Summary, Review Questions and Exercises that give you the opportunity to

examine the information security arena outside the classroom.

Michael Whitman, Ph.D., CISM, CISSP, is Professor of Information Security at Kennesaw State
University, Kennesaw, Georgia. He also serves as the Executive Director of the Center for
Information Security Education, Coles College of Business. In 2004, 2007, 2012 and 2015, under
his direction the Center for Information Security Education spearheaded KSU’s successful bid for
the prestigious National Center of Academic Excellence recognitions (CAE/IAE and CAE IA/CDE),
awarded jointly by the Department of Homeland Security and the National Security Agency. Dr.
Whitman is also the Editor-in-Chief of the Journal of Cybersecurity Education, Research and
Practice, and is Director of the Southeast Collegiate Cyber Defense Competition. Dr. Whitman is an
active researcher and author in Information Security Policy, Threats, Curriculum Development, and
Ethical Computing. He currently teaches graduate and undergraduate courses in Information
Security. Dr. Whitman has several information security textbooks currently in print, including
PRINCIPLES OF INFORMATION SECURITY; MANAGEMENT OF INFORMATION SECURITY;
READINGS AND CASES IN THE MANAGEMENT OF INFORMATION SECURITY, VOLUMES |
AND II; THE HANDS-ON INFORMATION SECURITY LAB MANUAL; PRINCIPLES OF INCIDENT
RESPONSE AND DISASTER RECOVERY; and THE GUIDE TO NETWORK SECURITY AND THE
GUIDE TO FIREWALLS AND NETWORK SECURITY. He has published articles in Information
Systems Research, the Communications of the ACM, the Journal of International Business Studies,
Information and Management, and the Journal of Computer Information Systems. Dr. Whitman is a
member of the Association for Computing Machinery, the Information Systems Security Association,
ISACA and the Association for Information Systems. Previously, Dr. Whitman served the U.S. Army
as an Automated Data Processing System Security Officer (ADPSSO).Herbert Mattord, Ph.D.,
CISM, CISSP, completed 24 years of IT industry experience as an application developer, database
administrator, project manager, and information security practitioner before joining the faculty at
Kennesaw State University, where he is Assistant Chair of the Department of Information Systems
and Associate Professor of Information Security and Assurance program. Dr. Mattord currently
teaches graduate and undergraduate courses in Information Security and Assurance as well as
Information Systems. He and Michael Whitman have authored PRINCIPLES OF INFORMATION



SECURITY, MANAGEMENT OF INFORMATION SECURITY, READINGS AND CASES IN THE
MANAGEMENT OF INFORMATION SECURITY, PRINCIPLES OF INCIDENT RESPONSE AND
DISASTER RECOVERY, THE GUIDE TO NETWORK SECURITY, and THE HANDS-ON
INFORMATION SECURITY LAB MANUAL, Dr. Mattord is an active researcher, author, and
consultant in Information Security Management and related topics. He has published articles in the
Information Resources Management Journal, Journal of Information Security Education, the Journal
of Executive Education, and the International Journal of Interdisciplinary Telecommunications and
Networking. Dr. Mattord is a member of the Information Systems Security Association, ISACA, and
the Association for Information Systems. During his career as an IT practitioner, Dr. Mattord was an
adjunct professor at Kennesaw State University, Southern Polytechnic State University in Marietta,
Georgia, Austin Community College in Austin, Texas, and Texas State University: San Marcos. He
was formerly the Manager of Corporate Information Technology Security at Georgia-Pacific
Corporation, where he acquired much of the practical knowledge found in this and his other

textbooks.

Buyer beware. | rented the Kindle version for my class. The punchline is that it doesn’t work on my
Kindle, not supported? Only works on some androids as an app (not all) and will not work on Kindle
Cloud. Also doesn’t work on Win 8 app version of Kindle, but will as the PC (Win 7) version of the
Kindle application. Confused yet? Pathetic in my opinion. A kindle version only partially supported
by . | asked their help desk on 2 different times and they only replied that the author would
authorize? Why would that even be close to a real reason - Kindle versions should not be
constrained even on’s own native devices.As for the book - it's dry. It is about internet security so
making it an exciting read would be a stretch. | didn’t rent it to entertain myself, it was a required
read for a class. | gave it 3 stars only because the author allowed it to be rented by students which

is a huge help considering tuition costs.

The book was a requirement for a Information Security class. It needs updating and better layout but
the price is nice for a textbook. Overall | found the class too easy and this book is for someone new
to information security. | was expecting a more in-depth class as it being a 300 level class but was
disappointed. The book is all black and white and doesn’t even offer margins to write in notes. Again
the price is nice but my copy arrived where the pages looked faded. | don’t think this was unique to

my copy but how the book is mass produced.



This is definitely a book geared towards management, not the technical types. The book covers a
lot of topics so don’t expect much in-depth detail here. As a textbook that is a general overview of
information assurance and security, | think the authors do a decent job here. Yes, there are a lot of
acronyms and at times the material can read like a dictionary (and hopefully you can ignore the
numerous typos, spelling, and grammatical errors), but | enjoyed the scenarios that opened up each
chapter and thought areas covering management planning and decision making were good.| would
like to have seen the authors expand on the opening scenarios a little bit more, one or two pages
just doesn’t cut it, and | really missed not reading a few actual case studies. Real-life examples of
information security issues companies’ face and the final resolutions allow managers to relate what
they are learning to their own situations, and open up many possibilities for discussion in the
classroom.Overall, this is an average introductory textbook on information security, with room to

grow into a much better book. Okay for a classroom text, but one I'd avoid for casual reading.

If you have the opportunity to read this book while not enrolled in college, you'll appreciated it even
more! The first four chapters might not be your cup of tea if you just care about firewalls, IDS, IDPS,
VPNs, and encryption, but if you are a scholar and interested in security principles as a whole, get
this book. Get the Kindle version if you can. | have the paper back and | wish | had the digital

version, too!

| am pressed for words to describe this text. Is it useful? Yes, you betcha. | can see it becoming a
quick reference on Kindle when | need to look into a term. But my God, what a slog. Because it is a
general text it covers everything but perhaps a little bit of everything too much. | can’t really
recommend this book though if you're pressed for time - a leisurely pace is needed to make sure

you don't lose it.

Kindle Cloud? | wasted $32 and will not let me access. Can only read on my little iphone. Sad!
Required text book for Intro to Info Security class at my college. It's an easy read for a person in the
|.T. field because if you're reading this book you should be beyond basic computer administration
and networking. Thus the jargon/industry lingo will be better digested and understood. | wish it

prepared a student to take the Security + exam though, that’s the only thing | dislike about this book.

| bought the kindle edition and then found out it doesn’t work with cloud reader. It only works on



physical kindle devices, not on other tablets or PCs. With no way to return the product, | basically
got ripped off for the full value of the product. Useless! Why can’t | read the book | bought and paid
for? Every other ebook I've bought works with the cloud reader and my other tablet.
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